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CEFLI Reminders

The Presentation Deck Questions are Welcomed!
The presentation deck is available now,

on this page: https://cefli.org/webinars/ Please use the Q&A Function

(not the Chat function)

Post-Event Communication
We will email the following information
to you in the next few days:

 Alink to the recording
« A copy of the slides

« A Certificate of Attendance template
(to those who attended the live event)
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CEFLI Antitrust Reminder

The Compliance and Ethics Forum for Life Insurers (CEFLI) is committed to adhering
strictly to the letter and spirit of the antitrust laws. Meetings conducted under CEFLI's
auspices are designed solely to provide a forum for the expression of various points of
view on topics described in the programs or agendas for such meetings.

Under no circumstances shall CEFLI meetings be used as a means for competing
companies or firms to reach any understanding -- expressed or implied -- which
restricts competition or in any way impairs the ability of members to exercise
independent business judgment regarding matters affecting competition.

Accordingly, appropriate objection will be made to any presentation or collogquy that
presents a risk from the standpoint of the antitrust laws.
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®-® Introductions

®-® Impacts of Unreported & Late Reported Deaths

®-® Rising Threat of False Death Claims

®-® Top 5 Prevention Tips

oo Q&A

Confidentiality Notice: This presentation contains proprietary and

confidential information of Evadata, LLC.

Duplication, distribution, or other dissemination without the express

written permission of Evadata, LLC is strictly prohibited.
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Founded by leading Life and Annuity Carriers

Evadata supports the advancement of the life and annuity industry with creative data and technology solutions. We have over 50 carriers

using our solutions, including our founders. This entails our anti-fraud technology (Evadata ACT) and death event technology (Evadata LENS).

Our Founders

Allianz @) *%MassMutual # Prudential 8 Guardian

"’32@” securian c‘ir? Northwestern Mutual’ ‘J TIAA

FINANCIAL



Industry Pain Points

37 days

24 days

Process puts burden on family
Unclaimed property (2% to 3%)
Interest expenses on life
Overpayments on annuities &
disability & long-term care




Industry Pain Points

LADMF % U.S. Total Deaths*

&5

~90% decline

SSA has over 90% of deaths but
only gives access to the “Limited
Access” DMF (LADMF).

LADMF only covers ~450k out of
the ~3m annual deaths (~15%).

Gap needs to be filled in with a
range of other sources.




** Flavors of “Death Claim” Fraud

Familial Fraud Organized Fraud
(insured/family) Express (fraud rings)

Claim Fraud
(emerging
risk)

fﬁ Evadata



Familial Fraud Examples

— : A kayaker faked his own death and fled
irginia woman gets 4 years for fraud, fake death notice y . . ..
overseas. Now he’s telling how he did it

m TOPICS: CRIMES CRIMINALLAW DECEPTION FRAUD LAW PROPERTY CRIMES TORTLAW ALBERT HATCHER

1of 3] AWE faked his

ing he could abandon his wife and three children has been communicating with
authorities daily from Eastern Europe. He has not committed to returning home, a sheriff said Thursday. Read More
n PORTSMOUTH, Va. (AP) — A Virginia woman has been sentenced to four years in prison for an

identity fraud scheme that included publishing a fake death notice.
{ BY TODD RICHMOND
L Updated 3:14 PM COT, November 21, 2024

GREEN LAKE, Wis. (AP) — A Wisconsin man who faked his own drowning this summer
so he could abandon his wife and three children has been communicating with

The Daily Press reports 50-year-old Alexandra Hatcher also has to pay almost $203,000 in

share &
restitution to victims for the plot in which she tried to land $600,000 in life insurance proceeds.

https://wset.com/news/local/virginia-woman-gets-4-years-for-fraud-fake-death-notice https://apnews.com/article/kayaker-fakes-death-fd6317cdb24bfae7c92f7933bcf47066
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True Crime Story (part 1)

1. August 2024 - Fraudster used stolen PIl to get policy details via
website and Contact Center (had access to email account).

2.  Fraudster called a month later (posing as husband) and
claimed his wife died in an accident.

3. Fraudster submitted false death certificate & carrier paid
$250,000 benefits via ACH (“mule account” matching name).

4. Carrier sent explanation of benefits policy owner’s address and
they called in “My wife is still alive!”

5. The case was referred to Secret Service and the mule bank
account was frozen.
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True Crime Story (part 2)

1.  October 2024 - Fraudster called again, posing as the brother of
the husband and claimed that he is now deceased.

2. Carrier had flagged the policies and did not pay the new claim,
which would have been $1,000,000.

3. They delayed the claim and gathered information to help the
open investigation.
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Biggest Organized Threat:

« Traveler/Community fraudsters
taking out misrepresented policies

 Operating in 10 states

No

« Newest group: Ties to Chinese = Yes

mob/ “Snakehead” out of NY

« Evadata ACT has gathered a data
set of 448 known fraudsters and
growing
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Top 5: Prevent Unreported & False Deaths

Prevent Unreported Deaths + Fraud:

1. Use external death data to get independent death data from multiple sources
(e.g., Evadata LENS, Accurint, TLO).

2. Scan frequently to prevent late reported deaths and use data on new/open claims.

Prevent Fraud:

3. Quarterly training for Contact Center & Claims on red flags for customer
impersonation and on false death certificate claims.

4. Share real stories of death claim fraud throughout the year (ACT posts and
prosecution stories).

5. Use technology to identify altered and forged documents:
v Check image & PDF "properties" for “Created” date and “Modified” date.
v' Deploy image scanning tools that detect alternations (put on your roadmap).
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2 risks with 1 solution: External Data Death Scans

Death Master State Vital

File (DMF) Records

Carrier Network
thru Evadata

Newspaper &

Web Obituaries Funeral Home
Notices

*Evadata LENS offers all sources & daily scans (free trial to see this industry-built solution)

Scan your “customer list”
and “open claims” for:

1. Notice of death
2. Proof of death
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2 risks with 1 solution: External Data Death Scans

mse data sources to confirm:
Date of death
Location of death

Manner of death
Surviving next of kin

1.
2.
3.
4
5. Contact "Other Carriers” on a
. Death Master
\ common claim / File (DMF)

State Vital

Carrier Network
thru Evadata

Newspaper &

Web Obituaries Funeral Home
Notices

*Evadata LENS offers all sources & daily scans (free trial to see this industry-built solution)



*¢ “Red Flag” Training for Contact Center & Claims

1. Caller does not know policy number (only has PII).

2. Caller did not know the type of policy (they requested a loan on a term life policy).
3. Multiple calls on the same policy in a 30-day period.

4. The phone number used by the suspected fraudster is through the internet (VOIP).
5. IP address for the suspected fraudster moved across the US (e.g., LA and Chicago).

6. Death certificate red flags (next slide).
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e®
Emerging Risk with Express Claims

A

Express Claim Fraud Prevention:

For programs that waive the death certificate requirement to pay
death claims on lower face amounts quickly, we recommend:

No address changes or beneficiary changes in last 90 to 180 days.
No other red flags (recent or frequent calls/logins, VOIP calls).

Beneficiary identity must be confirmed (e.g., government |ID based
web authentication).

Independently gather “proof of death” (e.g., Evadata LENS, Accurint,
Funeral Home).

GIACT-confirmed bank account number and name.




®® Download deck for internal use.

oo Schedule Evadata to present on “best practices” to
your teams:

« Compliance Team

 Claims Team

« S|U Team

®-® Contact Evadata for any questions:
* jake.obstfeld@evadata.com
* rob.strange@evadata.com
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Contact:

» jake.obstfeld@evadata.com

* rob.strange@evadata.com




CEFLI Reminders

» Please complete our I-minute post-event survey when you receive the email,
which will be sent shortly after we say good-bye

» The presentation deck, the link to the recorded event, and a Certificate of

Attendance template will be emailed to those who attended the live session
(within 24-48 hours)

» CEFLI's materials are not filed for CLE or CE with any State Bar or other
organizations. In the event you plan to self submit for CE or CLE with the
organizations you are involved with, the following slides may be helpful.

ceﬂi\*



CE and CLE Insight

While CEFLI does not file its materials with any State Bar Associations, if you plan to self-
submit for potential CLE consideration with a State Bar Association, the following may be
helpful:

e CEFLI isthe sponsor of its in-person and Educational Webinar event

e CEFLI provides a Certificate of Attendance form only to individuals who attended a live
webinar or an in-person event

e CEFLI does not have a way of knowing how many attorneys attend a CEFLI webinar or event.

e CEFLI webinars (which are one hour in duration) do not have a timed agenda

e Participants may ask questions of the speakers during webinar events by clicking on the Q&A
feature in the Webex

e CEFLI is not a marketing organization - it is a compliance and ethics organization whose

mission is to support professionals by providing educational opportunities that address
current compliance matters
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